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ABSTRACT

Existing mechanisms for defending against distributed denial-of-
service (DDoS) attacks are generally reactive in nature. However,
the onset of large-scale bandwidth-based attacks can occur sud-
denly, potentially knocking out substantial parts of a network be-
fore reactive defenses can respond. Even for traffic flows that are
not under direct attack, significant collateral damage will result if
these flows pass through links that are common to attack routes.
This paper presents a proactive-surge-protection (PSP) mechanism
that aims to provide a broad first line of defense against DDoS at-
tacks. Our solution aims to minimize collateral damage by pro-
viding bandwidth isolation between traffic flows. This isolation is
achieved through a combination of traffic forecasting, proportional
allocation of network capacity, metering and tagging of packets
at the network perimeter, and preferential dropping of packets in-
side the network. Our solution is readily deployable using existing
router mechanisms. Simulations across three large backbone net-
works show that up to 95.5% of the network could suffer collateral
damage without protection, but our solution was able to reduce the
amount of collateral damage by 60.5-97.8%, even with a coarse-
grained forecasting scheme.
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1. INTRODUCTION

The Internet has become increasingly the main communication
channel for the developed world, as it continues its phenomenal
growth in traffic volumes and reach. In addition, the types of ap-
plications carried over the Internet are also changing from basic
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applications such as web browsing to application with real time
constraints such as IP telephony. Unfortunately, the increased re-
liance on the Internet has also increased the risk that a single attack
by a rouge nation, terrorist organization, or disgruntled individual
could seriously disrupt communications for a huge population. In
particular, an attacker can potentially disable a network by flooding
it with traffic. Such attacks are also known as bandwidth-based dis-
tributed denial-of-service (DDoS) attacks and are the focus of our
work.

Depending on the network operator, the provider network may
be a small-to-medium regional network or a large core network.
For small-to-medium size regional networks, this type of bandwidth-
based attacks has certainly disrupted service in the past. For core
networks with huge capacities, one might argue that such an attack
risk is remote. However, as reported in the media, [6] botnets with
more than 100,000 bots exist in the Internet today. These large bot-
nets combined with the prevalence of high speed Internet access,
give attackers multiple tens of Gb/s of attack capacity. Moreover,
core networks are oversubscribed — e.g., in the Abilene network,
[2] some of the core routers have an incoming capacity of larger
than 30 Gb/s from access networks, but only 20 Gb/s of outgo-
ing capacity to the core. Although commercial ISPs do not publish
their oversubscription levels, they are generally substantially higher
than the ones found in the Abilene network due to commercial pres-
sures of maximizing the return on core investments.

Considering these insights, one might wonder why we have not
seen multiple successful bandwidth-based attacks to large core net-
works in the past. The answer to this question is difficult to assess.
Partially, attacks might not be occurring because the organizations
which control the botnets are interested in making money by dis-
tributing SPAM, committing click frauds, or extorting money from
mid-sized websites. Therefore, they would have no commercial in-
terest in disrupting the Internet as a whole. Another reason might
be that network operators are closely monitoring their traffic and
actively trying to intervene. Nonetheless, recent history has shown
that if such an attack possibility exists, it will eventually be ex-
ploited. For example, [4] described SYN flooding attacks years
before the attacks were used to disrupt servers in the Internet.

The goal of our work is to mitigate the impact of bandwidth-
based attacks on provider networks. Most existing proposed mech-
anisms for defending against distributed denial-of-service (DDoS)
attacks are reactive in nature — i.e., they are only triggered after an
attack has been detected in an effort to limit the damage. However,
the onset of large-scale bandwidth-based attacks can occur almost
instantaneously, causing potentially a huge surge in traffic that can
effectively knock out substantial parts of a network before reactive
defense mechanisms have a chance to respond. This paper presents
a proactive-surge-protection (PSP) mechanism that aims to provide



a broad first line of defense against DDoS attacks when they hap-
pen. In particular, under a flooding attack, traffic loads along attack
routes will exceed link capacities, causing packets to be dropped in-
discriminately. Without proactive protection, even for traffic flows
that are not under direct attack, substantial packet loss will occur
if these flows pass through links that are common to attack routes,
resulting in significant collateral damage.

Our solution is based on providing bandwidth isolation between
traffic flows so that the collateral damage to traffic flows not under
direct attack is substantially reduced. This bandwidth isolation is
achieved through a combination of forecasting of expected traffic,
proportional allocation of network capacity based on traffic fore-
cast, metering and tagging of packets at the network perimeter into
two differentiated priority classes based on capacity allocation, and
preferential dropping of packets in the network when link capaci-
ties are exceeded. It is important to note that our approach has no
impact on the regular operation of the network if no link is over-
loaded. It therefore introduces no penalty in the common case.

Our solution is deployable using existing router mechanisms that
are already available in modern routers, which makes our approach
scalable, feasible, and cost effective. Simulation results show that
our approach is robust even when used with a coarse-grained fore-
casting method. In particular, simulation results across three back-
bone networks show that up to 95.5% of the network could suffer
collateral damage without protection. Our solution was able to re-
duce the amount of collateral damage by 60.5-97.8%.

In addition, our solution is resilient to IP spoofing as well as
changes in the underlying traffic characteristics such as the num-
ber of TCP connections. This is due to the fact that we focus on
protecting traffic between different ingress-egress interface pairs in
a provider network and both the ingress and egress interface of an
IP datagram can be directly determined by the network operator.
Therefore, the network operator does not have to rely on unauthen-
ticated information such as a source or destination IP address to tag
a packet.

The rest of this paper is organized as follows. Related work is
discussed in Section 2. PSP scheme is described in Section 3, with
greater details on the proportional scaling algorithm are presented
in Section 4. Our experimental setup and results are presented in
Sections 5 and 6, respectively. Finally, conclusions are drawn in
Section 7.

2. RELATED WORK

DDoS protection has received substantial attention in the liter-
ature. The oldest approach, still heavily in use today, is typically
based on coarse-grain traffic anomalies detection [17, 3]. Trace-
back techniques [25, 21, 22] are then used to identify the true at-
tack source, which could be disguised by IP spoofing. After de-
tecting the true source of the DDoS traffic the network operator can
block the DDoS traffic on its ingress interfaces by configuring ac-
cess control lists or by using DDoS scrubbing devices such as [5].
Although these approaches are practical, they do not allow for an
instantaneous protection of the network. As implemented today,
theses approaches require multiple minutes to detect and mitigate
DDoS attacks, which does not match the time sensitivity of today’s
applications.

More recently, the research community has focused on enhanc-
ing the current Internet protocol and routing implementations. For
example, multiple proposals have suggested to limit the best effort
connectivity of the network using techniques such as capabilities
models [19, 26], proof-of-work schemes [15], filtering schemes [16]
or default-off communication models [7]. The main focus of these
papers is the protection of customers connecting to the core net-

work rather than protecting the core itself, which is the focus of our
work. To illustrate the difference, consider a scenario in which an
attacker controls a large number of zombies. These zombies could
communicate with each other, granting each other capabilities or
similar rights to communicate. If planned properly, this traffic is
still sufficient to attack a core network. The root of the problem
is that the core cannot trust either the sender or the receiver of the
traffic to protect itself.

One proactive solution was presented in [24]. Similar to the pro-
posals limiting connectivity cited above, it focuses on protecting in-
dividual customers. This leads again to a trust issue in that a service
provider should not trust its customers for protection. Furthermore,
their solution relies heavily on the operator and customers know-
ing a priori who are the good and bad network entities, and their
solution has a scalability issue in that it is not scalable to maintain
detailed per-customer state for all customers within the network.

Of course, preferential dropping in the network is not new, as
it has been proposed as a mechanism for providing Quality-of-
Service (QoS) [8, 9]. However, for providing QoS, the service-
level-agreements that dictate the bandwidth allocation are assumed
to be either specified by customers or decided by the operator for
the purpose of traffic engineering. There is also a body of work on
measurement-based admission control for determining whether or
not to admit new traffic into the network, e.g. [12, 14]. With both
service-level-agreement-based and admission-control-based band-
width reservation schemes, rate limits are enforced. Our work here
is different in that we use preferential dropping for a different pur-
pose to provide bandwidth isolation between traffic flows to min-
imize the damage that attack traffic can cause to regular traffic.
Our solution is based on a combination of traffic forecasting, pro-
portional bandwidth allocation, soft admission control at the net-
work perimeter, and lazy dropping of traffic inside the network
only when needed. As the mechanisms of differential tagging and
preferential dropping are already available in modern routers, our
solution is readily deployable.

3. PROACTIVE SURGE PROTECTION

In this section, we present a high-level architectural overview of
our DDoS defense solution called proactive-surge-protection (PSP).
To illustrate the basic concept, we will depict an example scenario
on the Abilene network. It consists of core routers that are in-
terconnected by OC192 (10 Gb/s) links, as shown in Figure 1(a).
For the purpose of depiction, we will zoom in on a portion of the
Abilene network, as shown in Figure 1(b). Consider the situation
where there is a sudden bandwidth-based attack along the origin-
destination (OD) pair Chicago/NY. Suppose the magnitude of the
attack traffic is 10 Gb/s. This attack traffic, when combined with
the regular traffic for the OD pairs Sunnyvale/NY and Denver/NY,
will cause the total load along the Chicago/NY link (3 +3 + 10 =
16 Gb/s) to greatly exceed its 10 Gb/s link capacity, which will re-
sult in a high percentage of indiscriminate packet drops. Although
the OD pairs Sunnyvale/NY and Denver/NY are not under direct
attack, these flows will also suffer substantial packet loss because
these flows pass through links that are common to the attack route,
resulting in significant collateral damage. The flows between Sun-
nyvale/NY and Denver/NY are said to be caught in the crossfire of
the Chicago/NY attack.

3.1 Approach

Our approach is based on providing bandwidth isolation between
different traffic flows so that the collateral damage to crossfire traf-
fic flows is minimized. This bandwidth isolation is achieved by us-
ing a form of soft admission control at the perimeter of a provider
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Figure 1: Attack scenario on the Abilene network.

network. In particular, to avoid saturation of network links, we im-
pose rate limits on the amount of traffic that gets injected into the
network for each OD pair. However, rather than imposing a hard
rate limit, where packets are blocked from entering the network, we
classify packets into two priority classes, high and low. Metering is
performed at the perimeter of the network, and packets are tagged
high if the arrival rate is below a certain threshold. But when a
certain threshold is exceeded, packets will get tagged as low prior-
ity. Then, when a network link gets saturated, e.g. when an attack
occurs, packets tagged with a low priority will be dropped prefer-
entially. This ensures that our solution does not drop traffic unless
a network link capacity has indeed been exceeded. Under normal
network conditions, in the absence of sustained congestion, packets
will get forwarded in the same manner as without our solution.
Consider again the above example, now depicted in Figure 1(c).
Suppose we set the high priority rate limit for the OD pairs Sunny-
vale/NY, Denver/NY, and Chicago/NY to 3.5 Gb/s, 3.5 Gb/s, and
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Figure 2: Proactive-Surge-Protection (PSP) architecture.

3 Gb/s, respectively. This will ensure that the total traffic admitted
as high priority on the Chicago/NY link is limited to 10 Gb/s!. If
the limit set for a particular OD pair is above the actual amount of
traffic along that flow, then all packets for that flow will get tagged
as high priority. Consider the OD pair Chicago/NY. Suppose the
actual traffic under an attack is 10 Gb/s, which is above the 3 Gb/s
limit. Then, only 3 Gb/s of traffic will get tagged as high priority,
and 7 Gb/s will get tagged as low priority. Since the total demand
on the Chicago link exceeds the 10 Gb/s link capacity, consider-
able packets would get dropped. However, the packets drop will
come from the OD pair Chicago/NY since all packets from Sunny-
vale/NY and Denver/NY would have been tagged as high priority.
Therefore, the packets for the OD pairs Sunnyvale/NY and Den-
ver/NY would be shielded from collateral damage and get through
to their final destination.

3.2 Architecture

Figure 2 depicts the architecture of our PSP solution.

Forecaster: It determines the expected amount of regular traffic at
different times throughout a day, a week, a month, etc. In particu-
lar, for each time period ¢, the forecaster will determine a forecast
matrix, F' = [f(i, )], where f(i,7) is the expected rate of regular
traffic for the OD pair with ingress node 7 and egress node j.

For this forecasting component, a number of sophisticated fore-
casting method could be envisioned. For example, Bayesian-based
methods used for traffic predictions in transportation highways could
potentially be adapted for network traffic predictions [13, 23]. Such
forecasting methods take into consideration both dynamic shifts in
past traffic patterns as well as current traffic measurements. How-
ever, rather than relying on the availability of sophisticated fore-
casting methods, we derive a coarse-grained forecast matrix by tak-
ing the traffic average over the same time of day from the previous
months. Earlier study [20] has shown that traffic over the same
time of day indeed exhibits strong similarity. Since the derivation is
based on historical measurements and determined offfine, the oper-
ator can filter out any known attack traffic during the measurement
periods and prevent from history poison. Although this forecast-
ing method can have potential inaccuracies, the simulation results
show that the bandwidth allocation algorithm based on this coarse-
grained forecasting method is quite robust.

!Operators can also set admission limits to some factor below the
link capacity to provide the desired headroom.



Bandwidth Allocator: It determines the rate limits at different
times throughout a day, a week, a month, etc. For each time period
t, the bandwidth allocator will determine a bandwidth allocation
matrix, B = [b(4, j)], where b(¢, j) is the rate limit for the OD
pair with ingress node ¢ and egress node j. One method is to sim-
ply use the forecast matrix as the bandwidth allocation. However,
under normal operating conditions, network links are typically un-
derutilized. Therefore, our forecasting based on recent historical
measurements will reflect this underutilization. If we based our
bandwidth allocation of high priority packets on just the forecasted
traffic, then the amount of traffic admitted into the high priority
class is expected to be less than what the network can handle. Al-
ternatively, since there is room for admitting more traffic into the
high priority class, we can proportionally scale up the forecasted
traffic to admit as much high priority traffic as the network capac-
ity permits. This way, if our forecasted traffic for a particular OD
pair underestimates the actual traffic, then the proportionally scaled
bandwidth allocation will likely be higher than the actual traffic,
thus ensuring the actual traffic will get through. This proportional
scaling algorithm is described in more details in Section 4.

Differentiated Tagging: Given the rate limits determined by the
bandwidth allocator, the metering and tagging of packets in accor-
dance with the determined rate limits can be implemented at the
perimeter of the network. In particular, packets arriving at ingress
node 7 and destined to egress node j are tagged as high priority if
their metered rates are below the threshold given by b(i, 5); oth-
erwise, they are tagged as low priority. These traffic management
mechanisms for metering and tagging are commonly available in
modern routers at linespeeds.

Preferential Drops: Finally, at each network router, in the case of
sustained congestion where a link capacity has been exceeded, low
priority packets are preferentially dropped over high priority pack-
ets. Again, this preferential dropping mechanism [8] is commonly
available in modern routers at linespeeds. By using this mecha-
nism, our solution ensures that it does not drop traffic unless a
network link capacity has indeed been exceeded. Under normal
network conditions, in the absence of sustained congestion, pack-
ets should get forwarded in the same manner as without our surge
protection scheme.

4. PROPORTIONAL SCALING

The basic idea of the proportional scaling algorithm is to fairly
allocate all available network capacity by proportionally increas-
ing the amount of traffic that we admit into the high priority class,
starting with the forecast traffic matrix. By raising the threshold of
how much traffic we admit to the high priority class, we can better
accommodate bursty traffic and forecast inaccuracies. Intuitively,
our scaling algorithm works by allocating bandwidth iteratively in
a “water-filling" manner. Each iteration increases the bandwidth al-
location to flows proportional to some weight. Once a link is fully
allocated, we remove the link from consideration and fix the rates
of the flows that cross this link to the bandwidth allocated to them
so far. We repeat this procedure until no more residual capacity can
be allocated to non-fixed flows.

Consider the example shown in Figure 3. A simple network
topology is shown in Figure 3(a) with 3 nodes that are intercon-
nected by 10 Gb/s links. The forecast matrix is shown in Fig-
ure 3(b). Consider the links A— B and B—C'. A— B is shared by
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Figure 3: Proportional scaling algorithm illustration.

the OD pairs (A, B) at 1.5 Gb/s and (A, C') at 1 Gb/s, and B—C
is shared by the OD pairs (A, C) at 1 Gb/s and (B, C) at 0.5 Gb/s.
Given the aggregated traffic forecast on the 10 Gb/s link A— B is
only 2.5 Gb/s, we can potentially increase the bandwidth allocation
to the two flows crossing this link, namely (A, B) and (A, C), by a
factor of 10/2.5 = 4. Similarly, given the aggregated traffic forecast
on B—C(C'is only 1.5 Gb/s, we can potentially increase the band-
width allocation to (A, C') and (B, C') by a factor of 10/1.5 = 6.67.
Since (A, C) crosses both A—B and B—C, we are constrained
to increase its allocation by a factor of 4, whereas we can safely
increase the allocation for (B, C') by a factor of 6.67. The same
analysis applies to the proportional increase of the other OD pairs.
The result after the first iteration is shown in Figure 3(d). After the
first iteration, the links A— B and C— B are fully allocated. We
then remove these links from consideration and fix the rates of the
corresponding flows, namely (A, B), (A, C), (C, A), and (C, B),
to the allocation after the first iteration. In the next iteration, we
take the residual capacity available on the links B—C and B—A
and again proportionally increase the previous allocations of the
non-fixed flows. The result after the second iteration is shown in
Figure 3(e). The procedure then ends because the network capacity
has been fully allocated. Figure 3(c) shows the final. Note that, for
OD pairs (i, 7) where ¢ = j, the corresponding traffic does not ac-
tually traverse the network. Thus, we set their bandwidth allocation
to infinity.



S. EXPERIMENTAL SETUP

We employed NS2 based simulations to evaluate our PSP scheme
on three large real networks. While the results from the individ-
ual networks cannot be directly compared to each other because
the difference of their network characteristics and traffic behavior,
multiple network environments allow us to explore and understand
the performance of our PSP scheme for a range of scenarios.

Abilene (AB): This is a public academic network in the US [2]
with has 11 nodes? interconnected by OC192, 10Gb/s, links. The
full topology is shown in Figure 1(a).

US: This is the backbone of a large service provider in the US, and
consists of around 700 routers and thousands of links ranging from
T1 to OC192 speeds.

EU: This is the backbone of a large service provider in Europe.
It has a similar, but larger network structure as the US backbone,
about 150 routers and 500 links more.

5.1 Normal Traffic Demand

For each networks, using the methods outlined in [10], we build
ingress router to egress router traffic matrices from several weeks
worth of sampled Netflow data that record the traffic for that net-
work : AB (10/01/06 - 12/06/06), US (09/01/06 - 11/17/06) and
EU (11/18/06 - 12/18/06). For each time interval 7, the correspond-
ing OD flows are represented by a N x N traffic matrix where NV
is the number of access routers providing ingress or egress to the
backbone, and each entry contains the average demand between the
corresponding routers within that interval.

The above traffic data are used both for creating the normal traf-
fic demand for the simulator as well as for computing the forecast
and corresponding bandwidth allocation matrices. One goal of our
study was to evaluate the effectiveness of using a single represen-
tative bandwidth allocation matrix for an extended period of time.
An implicit hypothesis is that the bandwidth allocation matrix does
not need to be computed and updated on a fine timescale. To this
end, in the simulations, we use a finer timescale traffic matrix with
7 = 1 min for determining the normal traffic demand, and a coarser
timescale 1 hour interval for computing the forecast and bandwidth
allocation matrix from historical data.

5.2 DDoS Attack Traffic

We explored a number of different DDoS scenarios:

AB DDoS: We identified the bottleneck links and picked the cor-
responding attacking ingress and egress routers to saturate the bot-
tleneck links. The weathermap on the Abilene website [1] clearly
shows the bottleneck links are from Denver to Chicago which have
around 2 Gb/s, while the other links normally are under 1 Gb/s.
Our DDoS attack consists of three 5 Gb/s OD flows from Denver,
Kansas City and Indianapolis, and all go to Chicago.

US DDoS: The attack matrix was based on large DDoS alarms
for the past year from 6/1/05 to 7/1/06 generated by a commercial
DDoS detection system deployed at key locations in that network.
The attacks themselves caused no overloads on any backbone link
and needed to be scaled up. For the presented evaluations involving
the US backbone in Section 6, we selected the attack traffic matrix
with the largest number(several thousands) of OD flows, and scaled

2 Abilene actually has another secondary core router at Atlanta. It
only connects to the primary Atlanta core router and has much less
traffic. So, we ignore it from the topology for simplicity.

up the attack demand by a factor of 1,000.

EU DDoS: We created a synthetic DDoS attack matrix as follow:
First, we randomly select 5% of access routers to be the victims.
For each selected victim, 2% of the access routers are randomly
chosen as the attackers. Then for each attack OD flow, its demand
is 10% of the total access capacity on the corresponding ingress
router. The resulting attack scenario consists of attack flows along
only 0.1% of the OD pairs. This is in keeping with the very limited
distributedness of DDoS attacks in a core network as discovered by
earlier study [18].

5.3 NS2 Simulation Details

Our experiments are implemented on the NS2. This involved im-
plementing the 2-class bandwidth allocation, and simulating both
the normal and DDoS traffic flows.

Bandwidth Allocation and Policing: The metering and class dif-
ferentiation of packets are implemented at the perimeter of each
network using the differentiated service module in NS2, which al-
lows users to set rate limits for each individual OD pair. Our sim-
ulation updates the rate limits hourly by pre-computing the band-
width allocation matrix based on the hourly traffic matrix of sev-
eral weeks prior to the attack date: AB (10/01/06 - 11/30/06),
US (09/01/06 - 11/16/06) and EU (11/18/06 - 12/17/06).

The differentiated service module marks incoming packets into
different priorities based on the configured rate limits and the esti-
mated incoming traffic rate of the OD pair. Specifically, we imple-
mented differentiated service using TSW2CM (Time Sliding Win-
dow with 2 Color Marking), an NS2 provided policer. As its name
implies, the TSW2CM policer uses a sliding time window to es-
timate the traffic rate. If the estimated traffic exceeds the given
threshold, the incoming packet is marked in low priority class, oth-
erwise in high priority class. The packets for either class would
be stored in the same physical router queue but separate virtual
queues. We configure the drop policy of two virtual queues differ-
ently. The drop policy for the high priority class queue is drop tail,
such that the packets are dropped only when the physical queue
is completely full. Whereas the drop policy for low priority class
queue is RED [11] which early drops packets proportional to the
physical queue length.

Traffic Simulation: For the evaluations in the paper, we select a
different weekday at random for each network: 12/06/06, 11/17/06,
and 12/18/06 for the AB, US, and EU networks, respectively, and
consider 96 1-minute time intervals (one every 15-minutes) across
that entire day’. Recall that for a given time interval 7, we com-
pute normal and DDosS traffic matrices that give average traffic rates
across that interval. These matrices are used to generate the traf-
fic flows for that time interval. Both DDoS and network traffic are
simulated as constant bandwidth UDP streams with fixed packet
sizes.

6. EXPERIMENTAL RESULTS

We first evaluate the collateral damage in each network in the
absence of any protection, then explore the utility of using our
surge protection scheme. For simplicity, we use the terms Forecast-
PSP and Proportional-PSP to refer to the PSP schemes using fore-
cast and proportional scaling bandwidth allocation matrices respec-
tively, and refer to the baseline unprotected scenario as No-PSP.
Recall that an OD pair is considered as (i) attacked if there is attack

3Results for other days were similar and therefore omitted.



traffic along that pair (ii) crossfire if it shares at least one path link
with an OD pair containing attack traffic and (iii) non-crossfire if it
neither attacked nor crossfire.

6.1 Potential for Collateral Damage

O Non- crossflre 1 2% 3.3% 13 4%
O Crossfire ‘
u Attacked 81 5%

(a) Abilene. (b) US. (c) Europe.

Figure 4: The percentage of the number of the three OD pair
types classified under an attack traffic.
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Figure 5: The proportion of normal traffic demand corre-
sponding to the three types of OD pairs.

We first explore the extent to which OD pairs and offered traf-
fic demand are placed in potential harm’s way, because of paths or
subpaths shared with a given set of attack flows. For a given net-
work and attack matrix, by tracing the routing paths, we count the
number of each category (crossfire, non-crossfire or attacked) of
OD pairs, and report the relative proportions in Figure 4. Because
the attack traffic involves a small number of interfaces, the percent-
age of attacked OD pairs is fairly low, less than 3%. However, for
the US and EU backbones, the percentage of crossfire OD pairs is
large, 95.5% and 83.5%, even though the attacks were only directly
over 1.2% and 0.1% of the OD pairs, respectively. This is because,
for the US and EU backbones, the attack flows went over common
links that were shared by the vast majority of other OD pairs. On
the other hand, the percentage of crossfire OD pairs for Abilene
is much lower, mainly because the attack was much more concen-
trated (on three links only). In general, the percentage of OD pairs
that are in the crossfire of attack flows depends on where the attacks
occurred and how traffic is routed over a particular network.

We next depict the relative proportions of the overall normal traf-
fic demand corresponding to each type of OD pairs. While the clas-
sification of the OD pairs into the 3 categories is fixed for a given
network and attack matrix, the relative traffic demand for the differ-
ent classes is time-varying, depending on the actual normal traffic
demand in a given time interval. Figure 5 presents a breakdown of
the total normal traffic demands for the 3 classes across the 96 time
intervals. For all 3 networks, crossfire OD pairs account for a sig-
nificant proportion of the traffic demand. Figures 4 and 5 together
suggest that, even with an attack coming from limit amount of in-
terfaces, it could be routed around the network in a manner that
can impact a significant portion of OD pairs and overall network
traffic. The numbers above give us an indication of the potential
“worst case" impact that an attack can unleash, if its strength is
sufficiently scaled up. This is because a crossfire OD pair will only
suffer collateral damage and packet losses if some link on its path
gets congested. While the above results do not provide any measure
of actual damage impact, they do nevertheless suggest that there is

Impacted Impacted Packet

OD Pairs(%) | Demand(%) | Drop(%)
AB || 784 92.8 31.9

[70.6, 93.2] [89.6,96.9] | [30.2,35.5]
Us || 50.6 39.9 47.7

[47.7,52.1] [36.5,42.1] | [46.5,48.8]
EU || 47.1 47.0 68.0

[41.8,51.5] [42.8,49.3] | [64.8,71.2]

Table 1: Collateral damage in the absence of PSP.

No-PSP Forecast-PSP Proportional-PSP
Packet Packet Reduc- | Packet Reduc-
drop(%) | drop(%) | tion(%) | drop (%) | tion(%)

AB || 22.8 3.1 86.4 0.5 97.8
usS || 25.0 11.8 52.7 9.9 60.5
EU || 34.7 14.2 59.0 6.8 80.3

Table 2: The time-averaged mean crossfire OD-pair packet
drop rate in Figure 6.

a real potential for widespread collateral damage, and underline the
importance and urgency of developing techniques to minimize such
damage.

We next evaluate the actual collateral damage induced by the
specified attacks in the absence of any protection scheme. We de-
fine a crossfire OD pair to be impacted in a given time interval, if
it suffered some packet loss in that time interval under No-PSP. Ta-
ble 1 presents the total number of and traffic demand for impacted
OD pairs as a percentage of the corresponding values for all cross-
fire OD pairs, and the average packet drop rate across the impacted
OD pairs. To account for time variability, we present the average
(with the 10 and 90 percentile indicated in the brackets) for the
three metrics across the 96 attacked time intervals.

Overall, the results show that not only can the attacks impact
most of the crossfire OD pairs, but they can cause severe packet
drops in many of them. The percentage of impacted OD pairs and
corresponding demand in the Abilene network is larger then other
two networks because the attack flows are concentrated and over-
laid on a single path from Kansas City to Indianapolis to Chicago,
such that all attacked links are congested, except the link from Den-
ver to Kansas City. Traffic belonging to the crossfire OD pairs
therefore has a high possibility of suffering packet loss.

6.2 Surge Protection Evaluation

We next evaluate the performance of the proposed PSP tech-
niques from following three perspectives:

(A) Time series packet drop: For each of the 96 attack time in-
tervals, for each crossfire OD pair that had some traffic demand
in that interval, we compute the packet drop rate, ie., the number
of packets dropped as a percentage of the total offered load for
that OD pair. The mean crossfire drop rate is obtained by averag-
ing across these per-OD pair drop rates for that interval. Figure 6
shows the time series of the mean crossfire drop rate across all the
96 attacked time intervals, for Abilene, US and EU. Even though
the attack remains the same at each time interval, the normal traffic
demand matrix is time-varying, hence the observed variability in
the drop rate time series. In particular, we found slightly greater
packet drop rates at the network traffic peak time, such as 12PM
(GMT) in the Europe backbone and 6PM (GMT) in the US back-
bone. However, our PSP scheme consistently and significantly re-



Forecast-PSP Proportional-PSP
0% [ 10% [50% [0% [ 10% [ 50%
AB || 0.380 | 0.737 | 0.899 | 0.367 | 0.922 | 0.996
US || 0.198 | 0.256 | 0.535 | 0.254 | 0.331 | 0.613
EU || 0.218 | 0.315 | 0.644 | 0.438 | 0.704 | 0.856

Table 3: Distribution of per-OD pair drop rates.

[ [[ Scale factor [ 1] 2 | 3]
No-PSP 23.05 | 59.87 | 85.24
AB || Forecast-PSP 3.48 8.22 | 10.21
Proportional-PSP 058 | 270 [ 4.09
No-PSP 2478 | 37.85 | 45.17
US || Forecast-PSP 11.71 | 15.72 | 17.56
Proportional-PSP 9.74 | 1323 | 14.56
No-PSP 33.81 | 46.84 | 57.71
EU || Forecast-PSP 14.01 | 17.14 | 19.70
Proportional-PSP 6.40 7.28 7.94

Table 4: The time-averaged mean crossfire OD-pair packet
drop rate as the attack volume scaled up to 3.

duce packet drop rate across all 3 networks. Table 2 summarizes
Figure 6 and presents, for each PSP scheme, (i) the time-averaged
mean crossfire drop rate, and (ii) the reduction in drop rate from
the corresponding No-PSP drop rate as a percentage of the No-PSP
value. Under Forecast-PSP, the time-average drop rate reduction
with respect to the No-PSP case is 86.4%, 52.7% and 59.0% for
the AB, US and EU networks, respectively. Under Proportional-
PSP, the corresponding reduction percentages are 97.8%, 60.5%
and 80.3%, respectively. In the US network, Proportional-PSP pro-
vides less improvement over Forecast-PSP because the network uti-
lization is higher. On the other hand, both Abilene and the EU net-
work have more residual capacity, which allow Proportional-PSP
to offer greater headroom for unexpected normal traffic from either
forecast inaccuracies or sudden traffic bursts.

(B) Packet drop distribution: The above results provide network-
wide average performance measures. We next analyze the drop
rates for individual crossfire OD pairs. For each time interval, for
each crossfire OD pair that had some loss under No-PSP in that
interval, we compute its drop rate under the 2 PSP schemes as a
percentage of the drop rate it suffered under No-PSP. Table 3 sum-
marizes some interesting points from the CDF across all the time
intervals, of the per-OD-pair values. Each table entry with column
header 2% represents the total percentage of crossfire OD pairs that
experienced a drop rate of at most x% of its corresponding drop rate
under No-PSP. The results indicate substantial reductions in drop
rate for many OD pairs across all 3 networks, with Proportional-
PSP exhibiting the best performance. Among all the OD pairs that
had some packet loss under No-PSP, a significant proportion had
no loss under Proportional-PSP: 36.7%, 25.4% and 43.8% for Abi-
lene, US and EU respectively. Also for a vast majority of the OD
pairs (99.6%, 61.3% and 85.6% for Abilene, US and EU), the loss
rate under Proportional-PSP was 50% or less than under No-PSP.

(C) Behavior under Scaled attacks: Given the growing presence
of broadband connections and availability of large armies of bot-
nets “for hire", it is important to understand the effectiveness of
the PSP techniques as these attacks scale. For each network, we
next increase the intensity of the attack matrix by scaling the de-
mand of every attack flow by a factor ranging from 1 to 3. For each
scaling factor, we measure the time-averaged drop rate of crossfire
OD pairs for eight 1-min time intervals, equally spaces across 24
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hours. Table 4 shows that the drop rate under No-PSP increases
much faster than under Forecast-PSP and Proportional-PSP, as the
attack intensity increases. This is because under No-PSP, all the
normal traffic packets have to compete for limited bandwidth re-
sources with the attack traffic, while with our protection scheme
only normal traffic marked in low priority class is affected by the
increasing attack. Therefore, even in the extreme case when the
attack traffic demand is sufficient to clog all the links, our protec-
tion scheme can still guarantee that the normal traffic marked in
the high priority class goes through the network. Consequently,
our protection scheme is much less sensitive to the congestion de-
gree, as evidenced by the much slower growth of the drop rate. For
example, in the EU network, under Proportional-PSP, as the scale
factor goes from 1 to 3, the mean drop rate increases very little
from 6.40% to 7.94%. Whereas under No-PSP, the mean drop rate
jumps from 33.81% to 57.71% in the same attack intensity range.

7. CONCLUSION

In this paper, we presented our proactive surge protection (PSP)
scheme, which significantly reduces the impact of DDoS attacks
on regional and core networks. Extensive simulations using real
traffic, topology, and DDoS data shows that the packet loss rates
caused by DDoS traffic can be reduced by 60.5-97.8%. Impor-
tantly, with our protection in place, the damage caused by a larger
DDoS attack increases only slightly as the attack volume increases
by several factors. In addition, our solution is resilient to IP spoof-
ing as well as changes in the underlying traffic characteristics such
as the number of TCP connections. This is due to the fact that we
focus on protecting traffic between different ingress-egress inter-
face pairs in a provider network and both the ingress and egress
interface of an IP datagram can be directly determined by the net-
work operator. Therefore, the network operator does not have to
rely on unauthenticated information such as a source or destina-
tion IP address to tag a packet. As most network operators col-
lect coarse-grained network statistics today, and most routers al-
low for traffic prioritization, the solution presented in this paper
can be readily deployed. While our current approach has shown
surprisingly good results, there is clearly room for improvement.
In particular, more accurate bandwidth allocation algorithms might
further improve our results. We are currently exploring the practi-
cal aspects of deploying PSP in large provider networks as well as
providing enhancements to our algorithms.
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